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Insider Threats are Increasing - What Is Your Plan?

With the predominant virtual workplace
environment, and growing use of third-parties to
support your operations, insider threats may be

greater than you realize.
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Defining Insider Threats

ﬁsk posed by vulnerabllities in key systems or by individuals in an organization who misuse their
access, knowledge, or authority to intentionally or unintentionally harm the company.

Employee or member of
an organization

My Supervisor and | both
need fast cash. | will add
overtime hours on my time
sheet, and we will split the
profits.

The company owes
me - and it won’t hurt
anyone if | steal one
small check, right?

Janet always leaves her
computer unlocked.
When she steps away, | can
hack into customer account
information to sell on the
dark web - or change payee

information to my bank
account.

Privileged Users and
Administrators

56% of
organizations
expect the risk
of privileged
user abuse to
increase

62% of
organizations
said it is likely

privileged

access rights
go beyond
needs

54% of
organizations
claim they lack
effective
access
monitoring
capabilities

Source: Help Net Security, Ponemon Institute, & Sila
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Defining Insider Threats

ﬁe landscape of insider threats Is diverse, encompassing employee fraud, occupational
fraud, data and financial breaches because of various forms of intent _I

4 ) 4 _ )
Negligent and
Malicious Insiders Agnostic Fraud Careless Insider
Fraud

\_ J N _/
An employee or contractor Fraud that is not motivated An employee or contractor Insiders inadvertently
with authorized access by malicious feelings becomes unknowingly expose sensitive data due
intentionally misuses or towards the company itself, complicit in fraud through to a lack of training,
steals sensitive information but purely by opportunity being targeted by external negligence, or
for personal gain or to for personal gain. fraudsters. carelessness.

harm the organization.
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The Changing Environment

Remote v. In-Office

I Remote Work 3 or More Days a Week

N Predominately In-Office

Source: Cybersecurity Insiders

Source: Insurance Information Institute

/0%

/0% of cybersecurity professionals
have expressed concerns of insider
threats in hybrid work environments

Organizations Reporting Insider Attacks

76%
66%
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Safeguarding Data
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Poll Question

Are you concerned
about the potential
misuse or
exploitation of data
IN your
organization?
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Data Preservation and Protection

¢» Data Sharing

Data Usage

(L

System Controls

@ Manual Controls
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Third Party Risk

Organizations That Experienced a Data Breach Caused By a Third Party

Data breach caused by 59%

one of their third parties

Data breach caused by 54%

one of their third parties
in the past year

Data breach caused by
one of the Nth parties

60 70
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Poll Question

Do you have a
clear
understanding of
how your
organization Is
structured to
combat insider
threats?
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The Changing Environment

¥4 of cybersecurity professionals
are concerned with the impact of
new technologies on insider

threats.

90%

Quantum
Metaverse 90% of cybersecurity professionals

Computing

report insider attacks are equally or
more challenging to detect than
external

Source: Cybersecurity Insiders
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The Changing Environment

2023 Data Breaches That Involved Human Element

Business Email Compromise (BEC)
attacks have nearly doubled Iin the last 5
years.

Now BEC represents over 50% of Social
Engineering Incidents

4 N\ N N\ )
Social Privilege Stolen

. . _ . Error
Engineering Misuse Credentials , @ ig%lﬂllgg //ACI_I
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Insider Threats

2023 Insider Third party risk management

threats Data loss prevention

Informing 2024
priorities

Virtual hiring & monitoring

Access management
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Please Provide Your Feedback on the Conference App

OPTION 1 OPTION 2

4:37 all 2 4:38 W T m

Q 2024 Life Insurance & Annuit.. < Detail

Back
1.1 Growth of the RIA channel

Apr-15-2024 02:45 PM-0345 PM COT

Event Feed _
Hear from a panel of experts on growing

opportunities to sell annuities within
RIAs. What are the expectations from

Agenda

Speakers

O (no ratings yet)

Matthew Drinkwater, Eugene

Attendees Golesh, Bryan Hodgens

SalonC/D

Sponsors Add -> Conference Bag

Session Chat
Anti-Trust Policy
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